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(III) Fault diagnosis
It is highly sophisticated scientific process. The most important point is the multidimensional view to be applied by the hardware engineer while troubleshooting. The main
dimensions are
- Architecture:
Certain problems can be visualized properly only when you analyze the problem and the
behavior of the computer as a system consisting both hardware and software. Software may
be either a system software or an application software. It is not necessary that we should be
a programmer. But we should know what the programs do, when they start and stop some
activities and when they interact with hardware.
- Organization:
Different faults may create the same external symptom. The engineer must distinguish the
different faults by a deep analysis of the internal machine status. Every computer has
certain unique organizational aspects. Before trouble shooting a computer, the engineer
should understand the specific detail of organization of the computer. The computer with
same architecture need not have the same organization. The hardware organization refers to
functional and physical distribution of various subsystems in the computer. It decided by
the computer designers based on the status of computer technology during the design state.
Hardware engineer should know the organizational aspects including detailed timing
relationship and signal sequences. Even if the engineer fortes all the signals in a computer
system, he won’t be able to locate the fault if he does not know how correlate the various
signal conditions.
Engineering Layout: Certain problems are caused by mere physical layout faults:
Faulty cable, loose connection, open wire, track short, etc. To catch these problems, one
must thoroughly analyze the physical aspects. The layout documents to a computer are –
Circuit diagram
Board layout diagram
Cable Signals
Connecter signals list
Jumper settings
Environment: Certain problems are caused due to environmental conditions and are listed
below:
- High Temperature
- DUST
- Magnetic
- Fields Humidity
(IV)
Fault Rectification:
Once a problem is diagnosed thoroughly and the fault is traced, the rectification
involves skilled mechanical work rather than analytical work. This step involve
performing one or more of the actions depending on the result of fault diagnosis:
- Replacing a defective IC or other components
- Replacing a defective PCB
- Cleaning the R/W heads
- Formatting a diskette or hard disk
- Adjustments: mechanical or electrical
- Controlling temperature or improving cooling.
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6.0 BASIC Networking Devices and their interfacing
6.1 Network Interfacing Card
In the list of networking devices, NIC stands on first place. Without this device, networking
cannot be done. This is also known as network adapter card, Ethernet Card and LAN card. NIC
allows our PC to communicate with other PCs. Basically it converts data transmission
technology. A PC uses parallel data transmission technology to transmit data between its internal
parts while the media that connects this PC with other PCs uses serial data transmission
technology. A NIC converts parallel data stream into serial data stream and vice versa serial data
stream is get converted in parallel data stream.
Usually all modern PCs have integrated NICs in motherboard. NICs are also available
separately. Fordesktop or server system they are available in adapter format which can be
plugged into the available slots of motherboard. For laptop or other small size devices they
available in PCMCIA (Personal Computer Memory Card International Association) card format
which can be inserted in PCMCIA slots.
Types of NICs
There are two types of NICs
Media Specific :- Different types of NICs are required to connect with different types of media.
For example we cannot connect wired media with wireless NIC card. Just like this, we cannot
connect coaxial cable with Ethernet LAN card. We have to use the LAN card that is particularly
built for the media type which we have.
Network Design Specific :- A specific network design needs a specific LAN card. For example
FDDI, Token Ring and Ethernet have their own distinctive type of NICs card. They cannot use
other’s NIC card.

Collision
Collision is the effect of two devices sending transmissions simultaneously in Ethernet. When
they meet on the physical media, the signals from each device collide and damaged. Collision
domain is the group of devices that share same collision effects over the Ethernet network. It is a
mechanism of removing collision from network. When two or more nodes simultaneously sense
the wire and found no signals, and each device places it’s signal on the wire. These signals
would be collide in wire and a collision will occur.
Before placing any signal in wire, NIC (Network Interface Card) examines wire for any
existing signal. This method is known as CS (Carrier Sense). If two NICs sense wire on exactly
same time and see no signal then both will place their signals in wire. This is known as MA
(Multiple Access). If the NICs see a collision for their transmitted signals, they have to resend
the signals. In this situation, each NIC that was transmitting a frame when a collision occurred
creates a special signal, called a jam signal, on the wire, waits a small random time period, and
examine the wire again. If there is no signal in the wire, NIC will retransmit its original signals
again.
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The more devices you place on a segment, the more likely you are going to experience the
collisions. More devices means more random time interval, creating even more collisions,
gradually slowing down a device’s access when trying to transmit the data.

6.2 Networking Interconnection Devices
. Hub
.Switch
. Router

6.2.1 Hub
Hub is a device works on the physical layer of OSI Models which create single broadcast
domain & single collision domain. It is a layer 1 device. Hub use the method of Broadcast data
transmission.
Characteristics of HUB:1)
Hub creates single Broadcast Domain.
2)
Hub creates single Collision Domain.
HUB is used to connect multiple computers in a single workgroup LAN network. Typically
HUBs are available with 4,8,12,24,48 ports. Based on port type, there are two types of HUB:Ethernet HUB :- In this type of HUB all ports have RJ-45 connectors.
Combo HUB :- In this type of HUB ports have several different types of connectors such RJ-45,
BNC, and AUI. HUBs generally have LED (light-emitting diode) indicator lights on each port to
indicate the status of link, collisions, and other information. To understand the functionality of
hub let’s take an example from real life.
`
There are four friends who share everything. One of them finds a photo of
Amitabh Bachchan. To share this with friends, he will make three photo copies from Xerox
machine and give one copy to each friend. He doesn’t need a copy of photo for hi mself as he
has the original one. Now change the characters in this example. Replace friends with HUB’s
port, photo with data signal and Xerox machine with HUB. There is a HUB which has four ports.
Ports share everything. One port received data signal from its connected device. It will make
three copies of data signal from HUB and give one copy to each port. Receiver port doesn’t
need a copy of data signal for itself as it has it the original version. When a hub receives signal
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on its port, it repeats the signal and forwards that signal from all ports except the port on which
the signal arrived. There are two types of HUB
Passive HUB :- It forwards the data signal from all ports except the port on which signal arrived.
It doesn’t interfere in data signal.
Active HUB :- It also forwards the data signal from all ports except the port on which signal
arrived. But before forwarding, it improves quality of data signal by amplifying it. Due to this
added features active HUB is also known as repeaters.
Usually HUB has one or more uplink ports that is used to connect it with another HUB.
Right cable type is required to connect two HUBs. Logically HUB creates a star topology where
it sits in the center of the topology and all connected systems stays at the points of the star.

Physically HUB creates a bus topology where all connected systems share the same bus
connection. There are two similar devices to HUB, MAU and PatchPanel.

6.2.2 Switch
Switch is a device works on the Data Link Layer of OSI Models which create single broadcast &
multiple collision domains. It is a layer 2 device & works on MAC address. Switch use the
method of Unicast data transmission. Switch maintain a table which called MAC Address Table.
In this table switch store Mac Address & Port no. of all the hosts attached on this network. That’s
why Switch is more intelligent.Switch stores the MAC table in a IC (integrated chip) called
ASIC (Application Specific Integrated Circuit).
Characteristics of SWITCH:1)
Switch create single Broadcast Domain.
2)
Switch create multiple Broadcast Domain.
Switch is also used to connect multiple computers together in a LAN segment. Switches
available with 4,8,12,24,48,64 ports. Each switch port has a separate collision domain. Switch
works at layer two in OSI Layer model. At layer two data signals are formatted in frames. When
a switch receives frame, it checks FCS (Frame checksum sequence) field in it. Switch process
the frame only if it is valid. All invalided frames are automatically dropped. All valid frames are
processed and forwarded to their destination MAC address. Switch makes their switching
decisions in hardware by using application specific integrated circuits (ASICs). Unlike generic
processor such as we have in our PC, ASICs are specialized processors built only to perform
very few particular tasks. In cisco switch ASICs has single task, switch frames blazingly fast. For
example an entry level catalyst 2960 switch has frame rate of 2.7 million frames per second.
Higher end switches have higher FPS rate such as Catalyst 6500 has a rate of 400 million FPS
rate Switches support three methods of switching.
1. Store and Forward
2. Cut and Through
3. Fragment Free
Store and Forward
This is the basic mode of switching. In this mode Switch buffers entire frame into the memory
and run FCS (Frame Check Sequence) to ensure that frame is valid and not corrupted. A frame
less than 64bytes and higher than 1518bytes is invalid. Only valid frames are processed and all
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invalid frames are automatically dropped. Among these three methods, this method has highest
latency. Latency is the time taken by device in passing frame from it.
Cut and Through
Cut and Through method has lowest latency. In this method Switch only read first six bytes from
frame after the preamble. These six bytes are the destination address of frame. This is the fastest
method of switching. This method also process invalid frames. Only advantage of this method is
speed.
Fragment Free
This is a hybrid version of Store and Forward method and Cut and Through method. It takes
goodies from both methods and makes a perfect method for switching. It checks first 64 bytes of
frame for error. It processes only those frames that have first 64bytes valid. Any frame less than
64 bytes is known as runt. Runt is an invalid frame type. This method filters runt while
maintaining the speed.

6.2.3 Router
Router is a device works on the Network Layer of OSI Models which creates no Broadcast
Domain & Collaisen Domain. Router prevent Broadcast. It is a Layer 3 device works on IP
Address.
Router has mainly 2 types of interface.Ethernet or LAN interface & Serial or WAN
interface.
Router maintain a table called Routing Table. It holds the Information of IP Addresses,
Interface & HOP of all the hosts connected to this network.HOP means jump. How many router I
have to jump to go to the recipient that is HOP. Basically routers are used :- To connect different network segments.
- To connect different network protocols such as IP and IPX.
- To connect several smaller networks into a large network (known as internetwork)
- To break a large network in smaller networks (Known as subnet usually created to improve
the performance or manageability)
- To connect two different media types such as UTP and fiber optical.
- To connect two different network architectures such as token ring and Ethernet.
- To connect LAN network with Telco company’s office (Known as DTE device).
- To access DSL services (known as DSL Router).
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6.3 Types of Network Cable
In networks using cable-based media, there are three basic choices:

-

-

-

-

.Twisted pair
.Coaxial
.Fiber-optic
Twisted pair and coaxial cables both use copper wire to conduct the signals electronically;
fiber-optic cable uses a glass or plastic conductor and transmits the signals as light.
(A) Twisted Pair Cable
- Two main types of twisted-pair cabling are in use today: Unshielded Twisted Pair (UTP)
and Shielded Twisted Pair (STP) . UTP is significantly more common than
STP and is used for most networks. Shielded twisted pair is used in environments
in which greater resistance to EMI and attenuation is required. The greater
resistance comes at a price, however. The additional shielding, plus the need to
ground that shield (which requires special connectors), can significantly add to the
cost of a cable installation of STP. STP provides the extra shielding by using an
insulating material that is wrapped around the wires within the cable. This extra
protection increases the distances that data signals can travel over STP but also
increases the cost of the cabling.
- There are several categories of twisted-pair cabling. The early categories are most
commonly associated with voice transmissions. The categories are specified by the
Electronic Industries Association/Telecommunications Industry Association (EIA/TIA).
EIA/TIA is an organization that focuses on developing standards for electronic
components, electronic information, telecommunications, and Internet security. These
standards are important to ensure uniformity of components and devices.
EIA/TIA has specified a number of categories of twisted-pair cable:
Category 1: Voice-grade UTP telephone cable. Due to its susceptibility to interference and
attenuation and its low bandwidth capability, Category 1 UTP is impractical for network
applications..
Category 2: Data-grade cable that can transmit data up to 4Mbps. Category 2 cable is too slow
for networks. It is unlikely that you will encounter Category 2 on any network today.
Category 3: Data-grade cable that can transmit data up to 10Mbps with a possible bandwidth of
16MHz. For many years, Category 3 was the cable of choice for twisted-pair networks. As
network speeds pushed the 100Mbps speed limit, Category 3 became ineffective.
Category 4: Data-grade cable that has potential data throughput of 16Mbps. Category 4 cable
was often implemented in the IBM Token Ring Network. Category 4 cable is no longer used.
Category 5: Data-grade cable that typically was used with Fast Ethernet operating at 100Mbps
with a transmission range of 100 meters. Although Category 5 was a popular media type, this
cable is an outdated standard. Newer implementations use the 5e standard. Category 5
provides a minimum of 100MHz of bandwidth. Category 5, despite being used primarily for
10/100 Ethernet networking, can go faster. The IEEE 802.11ae standard specifies 1000Mbps
over Category 5 cable..
Category 5e : Data-grade cable used on networks that run at 10/100Mbps and even up to
1000Mbps. Category 5e cabling can be used up to 100 meters, depending on the
implementation and standard used.Category 5e cable provides a minimum of 100MHz of
bandwidth.
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- Category 6: High-performance UTP cable that can transmit data up to 10Gbps. Category 6 has a
minimum of 250MHz of bandwidth and specifies cable lengths up to 100 meters with
10/100/1000Mbps transfer, along with 10Gbps over shorter distances. Category 6 cable
typically is made up of four twisted pairs of copper wire, but its capabilities far exceed those
of other cable types. Category 6 twisted pair uses a longitudinal separator , which separates
each of the four pairs of wires from each other. This extra construction significantly reduces
the amount of crosstalk in the cable and makes the faster transfer rates possible.
- Category 6a: Also called augmented 6. Offers improvements over Category 6 by offering a
minimum of 500MHz of bandwidth. It specifies transmission distances up to 100 meters with
10Gbps networking speeds.

(B)
Coaxial Cable
Coaxial cable, or coax as it is commonly called, has been around for a long time. Coax found
success in both TV signal transmission and network implementations. Coaxial cable is
constructed in this way to add resistance to attenuation (the loss of signal strength as the signal
travels over distance), crosstalk (the degradation of a signal, caused by signals from other cables
running close to it), and EMI. Two types of coax are used in networking: thin coax, also known
as thin net, and thick coax, also known as thick net. Neither is particularly popular anymore, but
you are most likely to encounter thin coax. Thick coax was used primarily for backbone cable. It
could be run through plenum spaces because it offered significant resistance to EMI and
crosstalk and could run in lengths up to 500 meters. Thick coax offers speeds up to 10Mbps, far
too slow for today’s network environments
(C) Fiber – optic Cable
In many ways, fiber-optic media addresses the short comings of copper-based media.
Because fiber-based media use light transmissions instead of electronic pulses, threats
such as EMI, crosstalk, and attenuation become nonissues. Fiber is well suited for the
transfer of data, video, and voice transmissions. In addition, fiber-optic is the most secure
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of all cable media. Anyone trying to access data signals on a fiber-optic cable must
physically tap into the medium. Given the composition of the cable, this is a particularly
difficult task.
Two types of fiber-optic cable are available:
- .Multimode fiber : Many beams of light travel through the cable, bouncing off the cable
walls. This strategy actually weakens the signal, reducing the length and speed at which the
data signal can travel.
- Single-mode fiber: Uses a single direct beam of light, thus allowing forgreater distances and
increased transfer speeds.

NETWORK CABLE
STRAIGHT CABLE:END 1

END 2

1) BLUE
1) BLUE
2) GREEN
2) GREEN
3) BROWN
3) BROWN
4) ORANGE
4) ORANGE
5) BLUE on WHITE
5) BLUE on WHITE
6) GREEN on WHITE
6) GREEN on WHITE
7) BROWN on WHITE
7) BROWN on WHITE
8) ORANGE on WHITE
8) ORANGE on WHITE
Straight cable is used to connect pc to hub, pc to switch, router to hub through
Ethernet & router to switch through Ethernet.
CROSS CABLE:END 1
END 2
1) ORANGE
1) GREEN
2) BLUE
2) BROWN
3) GREEN
3) ORANGE
4) ORANGE on WHITE
4) ORANGE on WHITE
5) BLUE on WHITE
5) BLUE on WHITE
6) BROWN
6) BLUE
7) GREEN on WHITE
7) GREEN on WHITE
8) BROWN on WHITE
8) BROWN on WHITE
It is used for to connect pc to pc, hub to hub, switch to switch, switch to hub, router to
router through Ethernet.
Professor Jajati Mallick , Dept. CSE, PSET, manadiakudar, Rourkela 2017

Page 72

COMPUTER SYSTEM MANAGEMENT PLANNING & MAINTENACE
ROLE OVER CABLE:END 1

END 2

1)
2)
3)
4)
5)
6)
7)
8)

1) BROWN on WHITE
2) GREEN on WHITE
3) BLUE on WHITE
4) ORANGE on WHITE
5) BROWN
6) GREEN
7) BLUE
8) ORANGE

ORANGE
BLUE
GREEN
BROWN
ORANGE on WHITE
BLUE on WHITE
GREEN on WHITE
BROWN on WHITE

It is used for to connect a router through console port to a pc through serial port.

6.4 Types of Network Connector
A variety of connectors are used with the associated network media. Media connectors attact tp
the media and allow the physical connection into computing device. Many of the fiber and the
copper networks are used for sending data from the one place of the world to the corner of it.
There are so many connections are out there which are most commonly found in the modern era.
These connectors have some specific cables as well. The cables that we use at the homes are
important since they might be the base of the connection that is being used. When the house is
being build, and the networking is being selected from the scratch, it is very vital to know that
the cables selected are of the right type so that no difficulty can be seen in the future. Here are
some connectors and the cables which have some specific characteristics;
(I)
BNC connectors are associated with coaxial media and 10Base2 networks. BNC
connectors are not common as they once were, but they still are used on some
network cards and older hubs. Common BNC connectors include a barrel connector,
T-connector and terminator.
(II)
When one starts working with the fiber, he would notice that it contains many types.
There are various kinds of the connectors which are connected at the end of the
cables. They are mentioned as Connectors: SC, ST and LC: The ST uses a half-twist
bayonet type of lock. The SC uses a push-pull connector similar to common audio
and video pulgs and sockets. The LC connectors have a flange on top, similar to an
RJ-45 connector, that aids secure. MT-RJ is a popular connector for two fibers in a
very small factor.
(III) It is pretty obvious that if one decides to do all the cabling himself, he would have a
different way of doing it than others. Hence one can face many problems while doing
so. Due to that reasons, there are some standards which have been created and linked
to the devices so everyone follows the same. Some of them are associated to the
twisted pair cabling. These are; Connectors: RJ-11, RJ-45: there are two connectors
which are associated to the twisted cables. RJ (Registered jack)-11 connectors are
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(IV)

small plastic connectors used on telephone cables. They have capacity for six small
pins. The RJ-45 connectors are used with twisted-pair cabling and have capacity for
eight small pins.
F-type connectors are screw-on connections used to attach coaxial cable to devices.
This includes RG-59 and RG-6 cables. F-type connectors are commonly associated
with connecting Internet modems to cable or satellite Internet service provider’s
(ISPs’) equipment.
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Appendix A
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